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ANTI-CORRUPTION IN 
UNITED KINGDOM

Nick Benwell is head of the crime, fraud 
and investigations group at Simmons & 
Simmons in London. He is experienced 
at dealing with large-scale and sensitive 
investigations involving the handling 
of issues in multiple jurisdictions, and 
regularly advises on reporting to and 
communications with enforcement 
authorities.

Stephen Gentle is a partner in the crime, 
fraud and investigations group at Simmons 
& Simmons in London. He specialises in 
assisting clients in complex fraud and 
financial regulatory matters, frequently 
with multi-jurisdictional aspects. He has 
particular expertise in advising on anti-
bribery compliance and money laundering 
prevention and has a broad international 
criminal practice.

Stephen Moses is a partner in the 
crime, fraud and investigations group at 
Simmons & Simmons in London. Stephen’s 
investigations practice includes acting 
for clients under criminal or regulatory 
investigation; clients conducting their 
own investigations to respond to criminal 
allegations or civil claims; and clients 
seeking to trace and recover assets from 
third parties.

Alexander Brown is a partner in the 
information, communications and 
technology group at Simmons & Simmons, 
based in London, and head of the 
technology, media and telecommunications 
sector. He advises on outsourcing and 
commercial ICT contracts, and has 
particular expertise in data protection and 
privacy. iS
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GTDT: What are the key developments related 
to anti-corruption regulation and investigations 
in the past year in your jurisdiction?

Nick Benwell: Following the first two DPAs last 
year, in the cases of ICBC Standard Bank and XYZ 
Ltd, this year saw two far more significant DPAs 
being approved by the courts. The third UK DPA 
was Rolls Royce, which did not, strikingly, arise 
out of a self-report by the company. The SFO 
approached Rolls Royce in the first place, but such 
was the company’s cooperation afterwards that a 
DPA was still deemed appropriate. The scope of 
the investigation expanded and during its course 
Rolls Royce brought several findings to the SFO 
of which it had previously been unaware. So while 
self-reporting is not a prerequisite for a DPA, a 
high level of cooperation is and the standard will 
be higher where the investigation has not been 
triggered by a self-report. The other notable aspect 
of the Rolls Royce DPA was its sheer scale, with 
the company paying a total of £497 million in the 
UK between the financial penalty, disgorgement of 
profits and SFO costs.

The fourth UK DPA was Tesco Stores Ltd, 
some details of which are not yet permitted to be 
published pending other proceedings. This related 
to false accounting rather than corruption, but 
was again a sizeable case resolved through this 
mechanism, with a financial penalty of nearly £129 
million being paid.

In terms of these financial penalties, it had 
been feared that there might be little advantage 
to a DPA, as under the legislation the discount to 
the fine for a DPA must be broadly comparable to 
the 33 per cent discount for an early guilty plea. 
The second DPA approved, in the case of XYZ Ltd, 
in fact applied a more generous discount of 50 
per cent, and this was followed in the Rolls Royce 
and Tesco DPAs. It appears that the judiciary are 
interpreting the law so as to create an incentive 
to enter a DPA, though it may be too early to see 
a 50 per cent discount as standard. The problem 
is that if the discount is the same as for an early 
guilty plea, a DPA may be more costly, as the 
court will usually order improvements to be made 
to compliance programmes and can appoint an 
external monitor to oversee that, at the company’s 
expense. The court has no ability to order that as 
part of a conventional sentence.

Stephen Gentle: The judgment in SFO v ENRC 
represents a significant limitation of legal privilege 
in investigations and came after years of the SFO 
threatening to litigate over ‘false or exaggerated 
claims of privilege’. The agency chose the ideal 
case for it to pursue this point, as the high turnover 
and unwillingness to assist of former internal 
and external lawyers at the company meant that 
ENRC struggled to produce any factual evidence to 
support its assertions of privilege.

It was the first time the court had considered 
when ‘adversarial proceedings’ were reasonably 

in contemplation in the context of a criminal 
investigation; a pre-condition for litigation 
privilege to apply. The judge rejected the 
submission that a criminal investigation by the 
SFO should be treated as adversarial litigation. 
Litigation privilege will therefore only arise at 
the point that criminal proceedings, rather than a 
criminal investigation, become more likely than 
not. That is a high bar and will effectively require a 
company asserting litigation privilege to admit that 
it has seen material that shows there is a realistic 
prospect of it being convicted and that it would 
be in the public interest for it to be prosecuted. 
The mere issue by the SFO of a s.2 Notice may not 
be enough to trigger the availability of litigation 
privilege.

The judgment also considers whether privilege 
applies to notes of interviews conducted as part 
of an investigation. The judge decided that notes 
of various interviews were not privileged, even 
though they were taken by lawyers instructed in 
the investigation, because the notes themselves 
did not include or betray the legal advice itself. 
As those interviewed were not authorised to 
seek and receive legal advice, they were not the 
‘client’ for privilege purposes and their interviews 
with lawyers were therefore not privileged 
communications in the course of seeking advice.

At the time of writing, we understand that 
permission to appeal this decision has been 
sought, but not yet granted. In the meantime, 
investigations have to be conducted on the 
basis that interview notes are very unlikely to be 
privileged and litigation privilege will not apply 
until a prosecution is commenced or is more likely 
than not.

GTDT: What lessons can compliance 
professionals learn about government 
enforcement priorities from recent enforcement 
actions?

Stephen Moses: There is no doubt that corruption 
remains a high priority for the government. 
Despite the cuts to the SFO’s budget, the agency 
has been able to secure ‘blockbuster funding’ from 
government for a series of major cases involving 
some of the largest companies in the United 
Kingdom. The successful conclusion of DPAs 
with Rolls Royce and Tesco will have boosted 

“The judgment in SFO v 
ENRC represents a significant 
limitation of legal privilege in 

investigations.”
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the agency’s confidence, and the investigations 
into allegations of corruption that the SFO has 
announced recently reflect that.

Another aspect of enforcement that we have 
seen in the past year is closer cooperation between 
national enforcement agencies. At the outset of the 
Tesco investigation there appeared to be friction 
between the SFO and FCA as to who should take 
the lead, but at the conclusion of the case there 
were coordinated simultaneous press releases from 
both agencies. The FCA announced that Tesco 
PLC and Tesco Stores Ltd had committed market 
abuse and that it had ordered Tesco PLC to pay an 
estimated £85 million compensation to investors 
who purchased Tesco shares or listed bonds 
during the period of the misstated accounts. This 
is the first time the FCA has used its powers under 
section 384 of the Financial Services and Markets 
Act to require a listed company to pay restitution 
in respect of market abuse. But the FCA did not 
order Tesco to pay an additional penalty, above 
that which is payable pursuant to the DPA. The 
synchronised conclusion of investigations by the 
SFO and the FCA indicates a level of cooperation 
between agencies which appeared to be lacking 
earlier.

GTDT: What are the key areas of anti-corruption 
compliance risk on which companies operating 
in your jurisdiction should focus?

SG: The most common form of corruption that 
we see in enforcement actions remains the use 
of intermediaries and agents. Using third parties 
to win business overseas is always high risk and 
the companies we work with who have the most 
impressive anti-corruption programmes have 
reviewed their historic relationships with agents, 
conducting further due diligence with a view to 
reducing their number and ensuring they are 
only engaged when appropriate. The questions 
companies should be asking are: ‘what is the 
rationale for using an agent?’, ‘what exactly is the 
agent going to do?’ and ‘how do we monitor their 
activities?’ In most of the cases where enforcement 

action has been taken, there was insufficient 
pushback on using a third party at all, with little 
questioning of what their role was, and a lack of 
due diligence regarding the people involved.

There continues to be a good deal of focus on 
whistleblowing, particularly in the regulated sector. 
In October 2015, the PRA and FCA introduced 
new rules on whistleblowing that now apply to 
large financial institutions covered by the Senior 
Managers and Certification Regime. Following 
a consultation in 2016, the PRA and FCA have 
now introduced requirements for UK branches 
of overseas banks. Since 1 April 2017, prescribed 
persons have to report annually on whistleblowing 
disclosures that they have received. The availability 
of channels through which staff can anonymously 
raise matters relating to corruption and other 
economic crime continues to be a priority for the 
authorities and companies to get it right.

Companies also need to review the operation of 
their anti-corruption policies and procedures and 
assess their effectiveness on an ongoing basis. Are 
the measures in place the right ones for the risks 
the company faces? Around the time the Bribery 
Act came into force, there tended to be significant 
emphasis on monitoring the provision of gifts and 
hospitality, as this was an area very much in the 
news. For some companies this is not such a high 
risk area and it can distract from more important 
areas such as due diligence on agents and 
intermediaries and scrutinising those relationships.

Once a company is content with its measures, 
the next question is are they working? If there is 
a whistle-blowing hotline, are employees aware 
of it and is it being used? If there is a gifts and 
hospitality register, is it being used consistently? 
Is it audited for completeness; for example, by 
cross-checking it against marketing expenditure? 
Is the register being reviewed to identify unusual 
patterns of expenditure, such as hosting the same 
customer representative repeatedly? The clients 
we work with that have the most impressive 
compliance programmes review and improve their 
anti-corruption policies and procedures as part of 
an ongoing programme.

Nick Benwell Stephen Gentle
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GTDT: Do you expect the enforcement policies 
or priorities of anti-corruption authorities in 
your jurisdiction to change in the near future? 
If so, how do you think that might affect 
compliance efforts by companies or impact 
their business?

SM: Following the outcome of the EU 
membership referendum and the 2017 election, 
with the Conservatives’ failure to secure a 
majority in Parliament, the direction of travel 
for enforcement policies has become less clear. 
A year ago it looked likely that we would see 
new legislation to criminalise failure to prevent 
economic crime of all sorts, not just bribery as 
is currently the case under the Bribery Act. The 
SFO has been arguing for this for years and the 
Attorney General had spoken publicly about it as a 
priority. A Call for Evidence was issued in January 
2017 on Corporate Liability for Economic Crime, 
proposing five models for changing the existing 
law on corporate liability.

The impact of a change to the basis of 
corporate liability for all economic crime 
on compliance professionals could be huge. 
Obviously many companies, and particularly those 
in the regulated sector, already have policies and 
procedures in place to deal with issues such as 
money laundering and fraud. But the potential 
breadth of the offence would require organisations 
to review their policies and consider new ways 
in which the company could become criminally 
liable. The UK’s decision to leave the European 
Union has undoubtedly disrupted the legislative 
agenda, but the government has recently indicated 
that it intends to publish the responses to the Call 
for Evidence. As a change to the law that could 
well attract cross-party support, this proposal may 
still come to fruition.

One area in which a change has already been 
made is the introduction of a new corporate 
offence of failing to prevent the facilitation of tax 
evasion, included in the Criminal Finances Act. 
The new offence will require all businesses to put 

in place ‘such prevention procedures as it was 
reasonable in all the circumstances to expect’ to 
ensure that their associates do not facilitate tax 
evasion. Businesses will also need to review legacy 
business practices to assess what changes need to 
be made, which will be keeping many compliance 
professionals busy.

NB: One other area of potential change remains 
the role of the SFO as the lead agency for 
investigating and prosecuting corruption cases. 
There has been some uncertainty as to the SFO’s 
future for some time. Theresa May, when she 
was Home Secretary, was keen to disband it 
and place corruption investigations under the 
authority of the National Crime Agency (NCA). 
This idea seemed to have died away, particularly 
given the SFO’s recent successes in some major 
investigations, but it reappeared in the run up to 
the 2017 General Election. Following the result 
of that election and the government’s weakened 
position, it has been dropped from the agenda 
once again, but the continued uncertainty is 
unhelpful. Any structural change to who leads 
anti-corruption enforcement might lead to a 
change in priorities and would be an unwelcome 
distraction given the wide range of recent changes 
in the enforcement landscape.

GTDT: Have you seen evidence of increasing 
cooperation by the enforcement authorities 
in your jurisdiction with authorities in other 
countries? If so, how has that affected 
the implementation or outcomes of their 
investigations?

NB: Yes, the SFO has long touted its close 
relationship with the US Department of 
Justice (DOJ) and the Securities and Exchange 
Commission (SEC). Coordinated settlements in 
older cases such as Innospec and the BAE Systems 
Al Yamamah investigation demonstrated that 
relationship in action. What we have seen more 
recently is cooperation between the SFO and 

Stephen Moses Alexander Brown
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agencies from other nations. It was notable that, 
following the SFO’s first successful conviction 
of a company for corruption offences following 
a contested trial, in the Smith & Ouzman case, 
the SFO’s press release made a point of thanking 
authorities in Kenya, Ghana and Switzerland for 
their assistance. Following the conclusion of the 
DPA with Rolls Royce, the SFO publicly thanked 
the DOJ and Brazil’s Ministério Público Federal 
for their cooperation in arriving at what the SFO 
called ‘a coordinated resolution’, that saw Rolls 
Royce pay US$170 million to the US and US$25 
million to Brazil.

That highlights another aspect of international 
cooperation that we have seen, where there 
is overlapping jurisdiction, the UK and US 
authorities will discuss which is better placed to 
lead, and one may step aside on the basis that an 
investigation by the other is already under way. 
As part of the ICBC Standard Bank DPA, the SEC 
levied a fine on the bank, but the DOJ appeared 
to be happy to allow the English proceedings 
to lead. It was also notable that the court was 
told that the level of fine imposed in that case 
was commensurate with what would have been 
imposed in US proceedings. US authorities are not 
always very joined up themselves, however, and it 
is common to have to deal with multiple agencies 
there, each with its own agenda.

SM: It remains to be seen what impact the United 
Kingdom’s decision to leave the EU will have 
on cooperation with other EU states. Currently, 
the NCA maintains links with Interpol, Europol 
and Sirene, which is an organisation with the 
aim of forging closer relationships between law 
enforcement agencies in the EU member states.

I would expect the United Kingdom to 
remain part of Europol and Eurojust, as there 
would seem to be no benefit to anyone in having 
less cooperation, but the United Kingdom’s 
membership of the European Arrest Warrant 
(EAW) scheme may become a live issue again. 
The EAW has caused controversy in the past and 

those agitating for a break of ties between the 
United Kingdom and the EU may lobby for the 
United Kingdom to exit the scheme. Requests 
for the extradition of white-collar defendants to 
EU jurisdictions with perceived lower standards 
of trial process or prisons may play a part in that 
debate.

GTDT: Have you seen any recent changes in 
how the enforcement authorities handle the 
potential culpability of individuals versus 
the treatment of corporate entities? How 
has this affected your advice to compliance 
professionals managing corruption risks?

SG: Recently, the SFO has made a point of 
pursuing individuals as part of its corporate 
investigations. This emphasis on individual 
liability mirrors developments in the United 
States, highlighted by the Yates Memorandum, 
and I think this will continue. 2017 has seen some 
significant actions against individuals following 
SFO investigations, such as the four convictions 
arising from the H2O Networks fraud and charges 
brought against David Ames, chairman of the 
Harlequin Group. Put simply, prosecutions of 
individuals worry directors and senior managers 
and that ‘fear factor’ drives compliance up the 
agenda.

The Guidance document on DPAs published 
by the prosecution agencies emphasises 
that companies will be expected to assist the 
authorities in prosecuting implicated individuals 
and that is what we are seeing. If a company 
hopes to be considered cooperative (and therefore 
potentially eligible for a DPA), it will be expected 
to provide evidence against its officers and 
employees to the SFO. It will also be expected 
to have removed any implicated individuals 
from their posts. It is notable that the name of 
the company that was the subject of the second 
concluded DPA was not disclosed at the hearing 
approving the DPA because of the possibility 
of prejudicing ongoing criminal proceedings. 

“The United Kingdom’s membership of the 
European Arrest Warrant (EAW) scheme may 

become a live issue again.”
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Those proceedings will almost certainly involve 
individuals.

We advise individuals as well as corporates, 
so we see this issue from both sides. In terms of 
how the prosecution agencies’ focus on individual 
liability affects our advice to compliance 
professionals, the convictions of individuals 
makes for a strong training message. Compliance 
officers often struggle to get their audience’s 
attention, but the reality of personal liability can 
be useful for bringing the issues to life.

GTDT: How have developments in laws 
governing data privacy in your jurisdiction 
affected companies’ abilities to investigate and 
deter potential corrupt activities or cooperate 
with government inquiries?

Alexander Brown: The collection and analysis of 
personal data for the purposes of an investigation 
engages EU data protection laws. Those laws 
require that data is processed fairly and lawfully 
(and specifically there must be a justification for 
the collection and any disclosure of data). In the 
event that personal data is to be sent outside the 
EU, there must also be adequate protection for the 
data. These rules can often restrict the ability of 
companies to disclose personal data to advisers 
and authorities in countries outside the EU.

Until October 2015, the Safe Harbor framework 
allowed the transfer of personal data from EU 
member states to the United States, as long as the 
receiving party had signed up to the Safe Harbor 
Principles. Safe Harbor was sometimes a helpful 
mechanism for transferring personal data across 
the Atlantic. For example, various US law firms 
were signed up to Safe Harbor. However, only 
Federal Trade Commission- (FTC) regulated 
companies could apply to be members of the 
Safe Harbor regime. Therefore, SEC regulated 
companies were not members and nor were US 
authorities like the SEC or the DOJ.

In October 2015, the European Court of Justice 
ruled in the case of Schrems that the Safe Harbor 
scheme was invalid and, since that ruling, data 
transfers have become more difficult. A new 
framework for data transfers to the United States, 
the Privacy Shield, has been implemented, but 
relatively few companies have signed up to the 
scheme. Moreover, it is possible that the Privacy 
Shield could still be challenged as it may not 
entirely address the criticisms of the Safe Harbor 
scheme identified in the European Court of Justice 
decision and raised by various EU data protection 
authorities. To use the Privacy Shield, companies 
need to check that the party to whom they are 
transferring data is participating in the scheme. 
Nonetheless, only FTC-regulated entities may 
be participants. Financial institutions and US 
authorities are not, and will not, be covered.

If the Privacy Shield does not apply, or if the 
transfer is to a country outside the EU (other than 
the United States), an organisation must ensure 
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“In the event 
that personal 
data is to be 
sent outside 
the EU, there 
must also be 

adequate 
protection for 

the data.”
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that either the transfer of personal data is subject 
to adequate protection or an exemption applies. 
Adequate protection can be provided, for example, 
by transferring the data to an approved country 
such as Canada (but the list is fairly limited) or by 
putting in place a standard data transfer agreement 
(but an overseas authority will be unlikely to enter 
into such an agreement).

There is a derogation allowing the transfer 
of personal data for the purpose of legal claims, 
but UK Information Commissioner guidance sets 
the bar high, requiring it to be a necessity that 
the information be sent and further requiring a 
balance to be struck between legal rights and the 
data subject’s rights. If overseas authorities have 
issued an order for the production of documents, 
then the test of necessity will be met. If it is merely 
a request that the company be cooperative, that is 
more difficult.

Another change on the horizon is the 
forthcoming General Data Protection Regulation, 
scheduled to take effect in May 2018. This will 
allow data transfers out of the EU for ‘compelling 
legitimate interests’, which should include 
overseas investigations, albeit that such transfers 

are subject to approval by the relevant data 
protection authority. This could lead to clashes 
of legal obligations in different jurisdictions. 
Fortunately, the United Kingdom has opted out of 
a controversial article of the new regulation that 
restricts data controllers from complying with 
non-EU judgments and administrative decisions 
ordering the transfer of personal data, unless there 
is a mutual legal assistance treaty with the issuing 
state.

The future of data protection in the UK looks 
set to follow the EU’s rules. The GDPR will come 
into effect in May 2018, before the UK leaves the 
EU. As such it would be preserved in UK law but the 
UK Government has also committed to passing a 
new Data Protection Act, which will implement the 
GDPR requirements in a UK statute but perhaps 
with some additional, UK specific, requirements 
and derogations. We will have to await the draft 
Bill and final legislation to understand the impact 
of that new law. It is likely to create a very similar 
regime to that of the EU, but over time the two 
may diverge and that will create complexities for 
companies investigating matters involving both the 
United Kingdom and EU member states.

THE INSIDE TRACK
What are the critical abilities or experience 
for an adviser in the anti-corruption area in 
your jurisdiction?

SG: Experience of dealing with the various 
different authorities is really important in the 
United Kingdom, by which I mean the SFO, 
the Financial Conduct Authority, the City of 
London police and the Crown Prosecution 
Service. They each have their own approach 
and their own powers, so you need to know 
when you can push back on their requests and 
when you just need to comply quickly. I think 
the critical ability is to maintain an overview 
of all the moving parts in a big investigation, 
as you need to be thinking about employment 
law, data protection, privilege, market 
announcements and all the commercial issues, 
usually all from the perspective of more than 
one jurisdiction.

What issues in your jurisdiction make 
advising on anti-corruption compliance 
unique?

NB: The interrelationship between corruption 
and money laundering is a unique aspect of 
compliance in the United Kingdom. Under 
UK legislation, wherever there is bribery there 
will be a benefit that will be the proceeds of 
crime. The Proceeds of Crime Act creates an 
obligation for those in the regulated sector to 

report any suspicion that someone is handling 
the proceeds of crime and that includes 
accountants and lawyers who are not advising 
on criminal liability. This not only makes 
the reporting of corrupt transactions more 
likely, but creates its own issues as to when a 
company in the regulated sector may be under 
a legal obligation to report.

What have been the most interesting or 
challenging anti-corruption matters you 
have handled recently?

SM: Because of the nature of the work, 
I cannot talk about current matters, but 
the most interesting and challenging are 
undoubtedly those with many jurisdictions 
and enforcement agencies involved. Another 
aspect of more than one current matter is 
the existence of parallel civil proceedings 
alongside the investigation into allegations 
of corruption. That complicates the process 
in relation to issues such as interviewing 
witnesses, privilege over documents shared 
with prosecutors and the statutory protection 
against self-incrimination.

Nick Benwell, Stephen Gentle, Stephen 
Moses and Alexander Brown
Simmons & Simmons
London
www.simmons-simmons.come
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